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(g) Low cost method employing time slots for thwarting fraud in the periodic issuance of food stamps, 
unemployment benefits or other governmental human services. 

@ Method of utilizing an electronically control- 
led data processor means to prevent fraud In 
the issuance of periodically dispensed benefits 
to enrol lees at a plurality of benefit issue sta- 
tions comprising the steps of: 

(a) Inputting blometric data indicative of at 
least one particular biometric characteristic of 
each enrollee into said electronically controlled 
data processor means ; 

(b) utltzing the biometric data to thereafter 
assign a particular periodically recurring time 
slot period, selected from at least several time 
slot periods, to each enrollee in accordance 
with the measured biometric characteristic^) of 
the enrollee as recorded by the biometric data ; 

(d) detecting the presence of each enrollee at 
an issue station ; 

(e) Issuing a benefit to each enrollee only ff 
the enrollee reports to an issue station during 
that periodically recurring time slot period as- 
signed to the enrollee. 
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BACKGROUND OF THE INVENTION 

The present invention relates to the field of ac- 
cess control and more particularly to access control 
to prevent fraud in dispensing periodically issued gov- 
ernmental benefits. Importantly, the invention is fully 
compatible with ordinary debit card telephones al- 
ready in widespread use for drawing down a credit al- 
located to a telephone card holder. 

Government benefits are periodically dispensed 
at a plurality of benefit issue stations to citizens who 
are in need. Examples of such periodically dispensed 
benefits are food stamps and unemployment bene- 
fits. As explained in detail in our copending patent ap- 
plication serial number 783,867 filed 10/29/91, a sub- 
stantial number of people cheat the taxpayers out of 
enormous sums of money. In the food stamp program 
alone, currently distributing food stamps to nearly 
twenty-five mill ion Americans, we estimate the loss to 
be between one and two billion dollars per year. The 
costs of the program are expected to top $22 billion 
dollars in 1992. 

A cheater, Mr. Double Dipper, cheats the system 
by double dipping, that is, obtaining two or more duly 
issued social security cards and thus two or more so- 
cial security numbers. Mr. Double Dipper can obtain 
the birth certificates and other identification docu- 
ments of people he knows and use the names and ad- 
dresses of these people to obtain the unlawfully is- 
sued social security cards. Another method is to forge 
the birth certificates and other documents utilizing a 
fictitious name but using a particular address of an in- 
dividual who will vouch for the fact that the fictitious 
person resides at the particular address. The second 
duly issued card is then used to obtain a second food 
stamp card and other government benefits. 

In the aforesaid patent application, we teach va- 
rious techniques for stopping this cheating which em- 
ploy refined biometric signatures such as fingerprints 
or vofceprints of those enrolled in the program. Once 
a person is enrolled in the data processor to receive 
the government benefit, his fingerprint for example, is 
recorded therein. When he goes to obtain a second 
social security and/or food stamp card in the attempt 
to double dip, his fingerprint is again digitized and is 
machine matched with his fingerprint already in the 
data processor, and a definitive positive match stops 
issuance of a second card. Since the data bank is 
large, we also teach the use of a coarse biometric in- 
dex indicative of height, weight, sex and other physi- 
cal characteristics to greatly reduce the number of re- 
fined biometric signatures to be scanned to detect a 
definitive match indicative of double dipping. Final de- 
finitive rejection of an applicant calls for human 
matching of live facial images of applicants with facial 
images fetched from a data processor. 

While the aforesaid technique is believed to be 
effective, it would be desirable to provide an alterna- 



tive method of attaining the aforesaid goals without 
matching refined biometric signatures in order to save 
certain labor costs involved in carrying out this meth- 
od. Also, we wish to issue to each enrollee an ordinary 

5 inexpensive magnetic stripe card to enable the enroll- 
ee to obtain for example, food stamps, periodically on 
a monthly or biweekly basis, and at the same time em- 
ploy this magnetic stripe card to prevent double dip- 
ping or other fraud in a simple and inexpensive man- 

10 ner. 

SUMMARY OF PREFERRED EMBODIMENTS OF 
THE INVENTION 

15 Currently, the double dipper uses one food ben- 
efit card at a first issue station to get food stamps and 
uses the second duly issued, but unlawful, card at a 
second issue station to obtain a second unlawful al- 
location of food stamps. Upon issuance of the food 

20 stamp card, the data processor creates a biometric in- 
dex, one of twenty-four available indexes, which is a 
composite of the applicant's sex, age, height and 
weight, and assigns him a particular one of twenty- 
four periodically recurring time slot periods related to 

25 the particular assigned biometric index of the enroll- 
ee. The applicant being enrolled (the enrollee), is giv- 
en an ordinary magnetic stripe card with a human ser- 
vices number or pin recorded on the stripe. The card 
is imprinted to inform him when he must be physically 

30 present at an issue station to obtain food stamps, or 
food stamp revalidated electronic credit for later deb- 
iting, in accordance with his assigned time slot period, 
eg. the first Monday morning of the month between 
9-10 AM. This is the only time during the month when 

35 the card holder can receive the food allocation bene- 
fit. 

Once each month, during revalidation, the pin on 
the card is read by an ordinary magnetic stripe card 
reader and the time slot assigned to the particular pin 

40 is retrieved from the issue station data processor 
store. Only if the current date and time of day is within 
the time slot period assigned, food stamps are given 
him or his account is automatically credited with the 
monthly allotment if food benefit debit cards are in use 

45 rather than stamps. Even though he can get two dif- 
ferent food stamp (benefit) cards by double dipping, 
he is thus forced to use them within the same period- 
ically recurring time slot period of only one hour on 
one assigned day during each month for revalidation. 

so A double dipper with two cards can be readOy spotted 
if he tries to get through the line twice to use the sec- 
ond illicit card, and he simply doesn't have enough 
time to get to a second issue station within the allo- 
cated time slot to get a second food allotment with the 

55 second card. We thus take advantage of the fact t hat 
he can't be in two places at once. 

Importantly, as the time slots are synchronized 
for all issue stations, the enrollee can conveniently re- 
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port monthly during his assigned time slot to any is- 
sue station in the protected area. This oould be of im- 
portance to a taxi driver for example. 

Optionally, the issued benefit card may be ink jet 
printed with the facial image of the enrollee to prevent 5 
transfer by a double dipper of a second unlawfully is- 
sued card to an accomplice who could use the card 
during the same assigned time slot at the same or a 
different issue station. Optionally, the facial image 
can be scrambled in one of many thousands of scram- 10 
ble modes to prevent use of the pin on the second 
card to make a counterfeit card with the facial image 
of a phony bearer printed on the card. Another way we 
stop this fraud is to use the pin recorded upon the 
benefit card to display the facial image of the original 1 s 
enrollee upon a CRT display screen. The card is no 
longer transferrable to an accomplice because the 
live face of the accomplice won't match the fecial im- 
age on the CRT screen. 

While the presence of a guard, and/or lack of zo 
time, will deter Mr. Double Dipper from taking two food 
stamp allocations at the same issue station within the 
one hour time slot optionally, facial images may be 
recorded of those receiving the stamps and rows and 
columns of facial images may be ink jet printed and zs 
viewed off line to identify a double dipper attempting 
to use two cards to obtain two allocations by going 
through the line twice. This facilitates the arrest of 
such person when he appears during the following 
month. Since he will necessarily be in possession of 30 
two cards that are needed to double dip, this is pow- 
erful evidence of fraud, along with the printing of his 
image twice. When the card is later used while shop- 
ping for food, the ordinary inexpensive magnetic 
stripe card is inserted into a debit card type telephone 35 
reader at each checkout counter, or at a single central 
customer service counter, and the monthly food ben- 
efit credit allocation is debited at the central data proc- 
essor just like a debit card telephone account 

40 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects, features and advantages of the in- 
vention will become apparent upon study of the fol- 
lowing description, taken in conjunction with the 45 
drawings in which: 

Figure 1 schematically indicates various electron- 
ic devices used in conjunction with various op- 
tions to be described; 

Figure 2 illustrates a flow chart indicating data so 
processor steps performed when the card is is- 
sued; and 

Figure 3 illustrates a flow chart indicating steps 
taken during periodic monthly revalidation of a 
food benefit. & 
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DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

The method of the invention can be most advan- 
tageously used to issue a consolidated human servic- 
es or welfare card bearing a consolidated welfare 
number (pin) assigned to a client beneficiary or enroll- 
ee enrolled in the data base. The single card can then 
be used for periodic weekly, bi-weekly or monthly re- 
validation of the clients right to receive one or more 
government benefits such as food stamp allocations, 
unemployment compensation payments, relief, med- 
ical payment or rent or clothing vouchers, or all com- 
bined. The following description will be directed at the 
periodic monthly crediting of an enrollees food benefit 
(stamp) card which must be presented at an issue 
station during an assigned day, and during an as- 
signed time period on that day, in order to receive the 
food benefit credit The method utilizes ordinary per- 
sonal computers (PCs) at the benefit issue stations 
and ordinary inexpensive magnetic stripe cards. This 
is in contrast to the relatively costly IC or smart cards 
now mainly used in Europe as debit cards. 

The first step involves generating a particular bio- 
metric index for each enrollee when the card is being 
issued. Keyboard 2 in Figure 1, is used by the issue 
station clerk to key in biometric data including a plur- 
ality of biometric traits such as the enrollee's sex, 
age, eye color, height and weight along with his 
name, address, etc. This data is common to existing 
drivers licenses, taxi operator's cards, employee and 
school IDs etc., and can be easily transferred from 
such documents, if verified as accurate. The PC soft- 
ware then assigns a personal identification number 
(pin) to the enrollee along with one of twenty-four bio- 
metric indexes related to, or associated with, the 
keyed in biometric data. Exemplary categories for 
producing the biometric index oould be male/female 
(two categories); under 25 years of age, between 25 
and 50 years of age and over 50 years of age (three 
categories); a weight over/under the median weight 
for males of 170, (two categories); a height of 
over/under the median height of males 5*-7 ,, (two cat- 
egories). This gives us twenty-four different possible 
biometric indexes (2x3x2x2). 

The assigned pin is thereafter recorded upon the 
magnetic stripe on an ordinary inexpensive card and 
the card is issued to the enrollee. This procedure can 
be similar to the issuance of an automatic teller ma- 
chine (ATM) banking card. For each enrollee, a reg- 
ister in the PC software contains the assigned pin, 
the biometric index derived from the keyed in biomet- 
ric categories, and the particular recurring time slot 
period of each enrollee which is related to his/her bk> 
metrix index. For example, a short light weight female 
under the age of twenty-five could be assigned a bio- 
metric index of #1 whereas a tall, heavy, male over 
the age of fifty could be assigned a biometric index 
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of #24. If the enrollee has a biometric index of #1, a 
look-up table assigns a periodic time slot of #1 which 
requires her to be physically present at an issue sta- 
tion between nine and ten o'clock AM on the first Mon- 
day of each month. On the other hand, time slot #24 5 
could be assigned to an enrollee having a biometric 
index of #24, and such time slot could be to report to 
an issue station on the last Friday of the month be- 
tween say two and four o'clock in the afternoon, and 
so forth for intermediate time slot periods assigned to 10 
those enrollees with intermediate biometric indexes, 
each particular time slot can thus be arbitrarily related 
to a particular biometric index. 

The specific software (or hardware) program- 
ming steps to carry out the method of the invention, 15 
will be readily apparent to the skilled computer pro- 
grammer. When an enrollee reports to receive his 
benefit on the correct assigned day and during the 
assigned time period, he is thus reporting within his 
assigned periodic time slot within each month. The to 
enrollee's card is inserted into an ordinary magnetic 
stripe card reader 1 which retrieves the pin which is 
used to point to the enrollee's register having the as- 
signed biometric index therein. The biometric index 
can then addresses a look up table to produce the re- 25 
lated assigned time slot, or the time slot itself can be 
previously produced and prerecorded in the enroll- 
ee's register. The program then issues the benefit to 
the card holder only if t he current time and day is with- 
in the particular time slot assigned to the card holder. 30 
That is, the card holder must be physically present at 
an issue station on the assigned date and during the 
assigned time period. If such is the case, the resulting 
positive benefit issue signal can automatically credit 
the card holder's account for the monthly cash value 35 
benefit, where food stamps have been replaced by 
food benefit debit cards. Otherwise, the benefit is re- 
fused. 

All, or at least a large group of issue stations with- 
in a given protected area, should have synchronized 40 
programs so that all issue stations are programmed 
to issue benefits only to persons having t he same bio- 
metric index and who are physically present at an is- 
sue station during any particular time and date. Recall 
that our objective is to stop Mr. Double Dipper from 45 
getting two food stamp benefit cards and using them 
to get two food benefit allocations during each month. 
The method of our invention prevents him from using 
the second card simply because he will not have 
enough time to wait in line to get his benefit at a first so 
issue station and rush to an adjacent station arid 
stand in line at the second station to get his second 
benefit Our calculations indicate that the assigned 
time period can be one hour or even less. Once this 
time period has expired, the guard closes the door 55 
and a card holder can no longer get in the benefit line. 
For "tight" time periods of one hour or less, the enroll- 
ees are instructed to arrive a half hour earlier than the 
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beginning of the time period. The time period can al- 
ways be shortened ("tightened") by providing more is- 
sue station clerks and more lines. However, the time 
slot period should not exceed two hours as the double 
dipper may be able to get to a closely adjacent issue 
station in time to receive a second benefit Although 
time slots should be synchronized at adjacent sta- 
tions, the time slots need not have the same duration. 

Importantly, as the time slots are synchronized, 
the enrollee can conveniently report monthly during 
his assigned time slot to any issue station in the pro- 
tected area. This could be of importance to a taxi driv- 
er for example. 

OPTIONAL FACIAL IMAGE OF ENROLLEE 
THWARTS CARD TRANSFER 

Mr. Double Dipper will quickly learn that the sec- 
ond food stamp card that he unlawfully obtained is not 
usable by him due to the assigned time slot feature of 
the invention described above. However, he may give 
the second card to an accomplice who will attempt to 
use it during the same time slot assigned to the first 
card, which is also the assigned time slot of the sec- 
ond card as the biometric indexes of Mr. Double Dip- 
per will be the same. This forces the double dipper to 
go to the trouble of getting an accomplice who has 
similar biometric characteristics as the double dipper; 
otherwise he will stand out in the crowd and can be 
visually spotted by the issue station clerks as being 
in the wrong biometric category for the proper current 
time slot 

In any event, such effective fraudulent transfer of 
the second illicit card to an accomplice can be stop- 
ped by employing the pin to retrieve the stored facial 
image of the person to whom the card was issued 
from a facial image store in the data processor for dis- 
play by a CRT and visual comparison by the issue sta- 
tion clerk with the live facial image of the person 
seeking the benefit Devices for performing this func- 
tion for access control are currently on the market 
and are described in greater detail below. Fraudulent 
transfer can also be stopped by ink jet printing the fa- 
cial image of each person who applies for a card right 
on his card. Thus, when Mr. Double Dipper gets his 
second card, his facial image is printed on the second 
card. Now, when the accomplice tries to use the sec- 
ond card, the fecial image of the double dipper on the 
card won't match the live face of the accomplice pre- 
senting the card. The clerk easily observes the fecial 
mismatch and the benefit is refused. The accomplice 
can be arrested with the card in his possession bear- 
ing the fecial image of the double dipper. This is pow- 
erful evidence if the enforcement branch of the issu- 
ing authority wishes to. criminally prosecute. Of 
course the wrong facial image on the second card 
acts as a deterrent to attempting to use the second 
card in the first place. 
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This faciaJ image recordation on the card is still 
subject to a sophisticated attack by a clever person as 
follows. The pin is read off of the second card and re- 
corded on a third card with standard magnetic stripe 
read/write devices. The facial image of the accom- 5 
plice is now recorded on the third card with a PC with 
appropriate image processing software, having a vid- 
eo camera, frame grabber, and ink jet printer attach- 
ed. How, when the third card is used to obtain bene- 
fits at the issue station, the facial image on the third 10 
card will match the live facial image of the accomplice 
presenting the card to the issue station clerk. This 
fraud may be stopped by recording a partially scram- 
bled facial image on the card when issued in accor- 
dance with one of many thousands of scramble is 
modes. When the card is presented to the issue sta- 
tion clerk, the "Scramble- Gard" verifier will descram- 
ble the partially scrambled facial image. However, the 
card is counterfeit proof since a counterfeiter cannot 
know how to scramble the pixels of the facial image zo 
recorded on the card so that it becomes descrambled. 
If a facial image is ink jet printed without scrambling, 
the verifier will scramble it to display an invalid card. 
For further detais, including a computer program 
which can be readily executed by PC 3, see U.S. Pa- 25 
tent 4,972,476 issued to Nathans. 

While the presence of a guard at the issue station 
will deter Mr. Double Dipper from attempting to use 
two cards within the short or "narrow" one hour time 
slot, a bold person may attempt to go through the line 30 
twice to use both cards, if the guard recognizes him 
doing this, he can be arrested and searched. Posses- 
sion of two benefit cards is powerful evidence of dou- 
ble dipping fraud. If this problem warrants further 
countermeasures, an ink jet printout of rows and col- 35 
umns of facial images of all applicants receiving the 
benefit during a particular time slot can be produced 
by PC 3 and the facial images can be examined off 
I ine to detect the same persbn getting two food stamp 
allocations during the same time slot 40 

The equipment used to carry out the method of 
the invention is an ordinary personal computer (PC) 
3 of Figure 1, having an ordinary magnetic stripe or 
barcode card reader 1 attached. 

As shown in Figure 2, when the applicant applies 45 
for his food benefit card, the derk keys in data via 
keyboard 2 used to produce an assigned pin, as is 
done for ATM cards. See block 1 3 of Figure 2. The pin 
can be pre-assigned or the applicant's name and a 
password made up by the applicant can be used to so 
encrypt the pin. the computer program then assigns 
one out of twenty-four biometric indexes based on the 
keyed in biometric characteristics as previously ex- 
plained (block 15). the pin of the applicant is now re- 
corded along with his biometric index in the data bank ss 
of the PC 3 which could be a hard disk (block 1 7). 

When the card holder later applies each month 
for his revalidated monthly food stamp allocation, his 



pin is read off of the magnetic stripe or bar code or his 
card (block 23, fig. 3) by card reader 1 , and is used 
to retrieve his biometric index (block 27) stored in the 
PC data bank. The retrieved biometric index then ad- 
dresses a look up table (LUT) which reads and out- 
puts the time slot related or assigned to the biometric 
index of the card bearer (block 29). The program now 
determines whether the current date and time of day 
is within the assigned time slot If it is, the account of 
the cardholder is automatically credited with the ap- 
propriate amount for the coming month (see 31,35). 
Alternatively, the lack of a positive benefit signaJ 
blocks issuance of the benefit (block 33). Optionally, 
the card can be confiscated as is done in ATM ma- 
chines. 

Should the aforesaid optional facial image verifi- 
cation procedure be employed to prevent fraudulent 
second card transfer, the pin could retrieve the stored 
facial image of the person to whom the card was is- 
sued as indicated by block 25 for display by CRT 7 
and visual inspection by the issue station derk. De- 
vices for performing this function for access control 
are currently on the market. See for example, the fe- 
cial CRT imaging driver's licensing system being sup- 
plied by NBS Imaging Systems, Inc., to the State of 
California, described in "Advanced Imaging", June 
1991, pages 21-23. See also U.S. Patent 4,020,463 
issued to Himmel. Alternatively, the aforesaid 
"Scramble-Gard" system of U.S. Patent 4,972,476 
can be used to prevent illicit second card transfer. 
Both of these approaches would produce the facial 
image of the person to whom the card was originally 
issued on CRT display screen 7. 

A double dipper with two cards might attempt to 
get two food stamp benefits for the month by being 
close to the head of the line at the appointed time and 
attempt to go through the line twice. While this is not 
easy to do, since there is little time, and a guard is 
watching, it may be attempted, ff this practice be- 
comes common, a video camera 9, one for each line, 
may be employed to record the facial images of all 
applicants. Later, groups of the recorded foetal im- 
ages are examined by a clerk off line to identify the 
same person in line twice. Facial ink jet printer 11 can 
print columns of facial images corresponding to lines 
of applicants applying during the one hour assigned 
time slot interval. When an applicant is before the 
clerk, his facial image is recorded by CCD video cam- 
era 9 along with his pin. When he appears the follow- 
ing month, he can be arrested with the two cards in 
his possession. 

What if an enrollee is sick or unavoidably de- 
tained and hence cannot appear at the assigned 
time? An alternate time is made available so that the 
enrollee or a friend or family member can be inter- 
viewed by an issue station clerk to perform the ben- 
efit revalidation process, provided that the clerk be- 
lieves the excuse of the client and provided that this 
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does not occur often. An alternate "stand-in" person 
may be appointed if appropriate. The alternate could 
then use the card with the same pin if authorized. 

Some indication of the extent of the aforesaid 
fraud may be obtained by using the method of the in- 5 
vention for short periods of one to two months, pro- 
vided that there is no substantial increase in enroll- 
ment taking place just before and during the pilot test 
period. After this pilot program testing period, the 
state agency can examine the reduction of benefits io 
revalidated in protected areas where the method is 
tested. 

Numerous variations in the aforesaid embodi- 
ments wil readily occur to the skilled worker in the 
art and thus the scope of the invention is to be de- 15 
fined by the terms of the following claims and art rec- 
ognized equivalents. For example, the biometric in- 
dex can be only one particular type of biometric char- 
acteristic such as weight, if the number of weight cat- 
egories are increased eg say 1 21 -1 25 lbs is category 20 
one; 1 26-1 30 lbs could be category two and so forth. 
It could be practical to put a scale under a rug and 
weigh each applicant monthly and update a stored 
weight in the enrollee's biometric index register to 
compensate for minor weight changes. Also, biomet- 25 
ric characteristics such as eye color (brown or other) 
can be added to the four types of biometric charac- 
teristics making up the biometric index and described 
previously, to thus double the number of time slots if 
desired. 30 

The term "time slot period" generally will include 
an assigned day in addition to an assigned time period 
during the day. The term "refined biometric character- 
istic" includes facial images, voiceprints, body prints 
or the like which are relatively unique compared to 35 
sex, age, eye color, height and weight type categor- 
ies. While the pin is preferably read off of the card by 
a card reader, it could be keyed in by the client as a 
password. Recordation of data on the card includes 
writing data, including refined biometric data such as 40 
a facial image, into an IC or smart card. Also, "a par- 
ticular enrollee" includes an authorized friend or fam- 
ily member who is allowed to represent the original 
enrollee as mentioned above. The data processing 
means need not be a centralized computer. Upon card 45 
issuance, a dedicated micro-processor could receive 
biometric characteristics data keyed in by the clerk, 
and use such data to look up a corresponding time 
slot in a look-up table and record the time slot day and 
time directly on the card. Later, during monthly reva- so 
lidation, the clerk could then read the time slot from 
the card and revalidate the monthly benefit credit. 



Claims 

1. Method of utilizing an electronically controlled 
data processor means to prevent fraud in the 
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issuance of periodically dispensed benefits to erv 
rollees at a plurality of benefit issue stations com- 
prising the steps of: 

(a) inputting biometric data indicative of at 
least one particular biometric characteristic of 
each enrollee into said electronically control- 
led data processor means; 

(b) utilizing the biometric data to thereafter 
assign a particular periodically recurring time 
slot period, selected from at least several time 
slot periods, to each enrollee in accordance 
with the measured biometric characteristics) 
of the enrollee as recorded by the biometric 
data; 

(d) detecting the presence of each enrollee at 
an issue station; 

(e) issuing a benefit to each enrollee only if 
the enrollee reports to an issue station during 
that periodically recurring time slot period as- 
signed to the enrollee. 

2. Method of utilizing an electronically controlled 
data processor means to prevent fraud in the 
issuance of periodically dispensed benefits to en- 
rollees at a plurality of benefit issue stations com- 
prising the steps of: 

(a) inputting biometric data indicative of at 
least one particular biometric characteristic of 
each enrollee into said electronically control- 
led data processor means; 

(b) converting the biometric data of each en- 
rollee into time slot data related to the value 
of the biometric data, the time slot data being 
indicative of one periodically recurring time 
slot period; 

(c) utiizing the time slot data produced in ac- 
cordance with step (b) to assign a particular 
periodically recurring time slot period, select- 
ed from at least several time slot periods, to 
each enrollee; 

(d) detecting the presence of each enrollee at 
an issue station; 

(e) issuing a benefit to each enrollee only if 
the enrollee reports to an issue station during 
that periodically recurring time slot period as- 
signed to the enrollee. 

3. The method of claim 2 wherein step (b) includes 
causing the biometric data to address a look-up 
table to produce the time slot data. 

4. Method of utilizing an electronically controlled 
data processor means to prevent fraud in the 
issuance of periodically dispensed benefits to en- 
rollees at a plurality of benefit issue stations com- 
prising the steps of: 

(a) generating a biometric index for each en- 
rollee which is a composite of several different 



6 



11 



EP 0 560 574 A2 



12 



types of biometric traits of the enrollee; 

(b) utilizing the biometric index of each enroll- 
ee to assign a particular one of at least several 
periodically recurring time slot periods to each 
enrollee which is related to the value of the 5 
biometric index generated in accordance with 
step (a); 

(c) detecting the presence of each enrollee at 
an issue station; and 

(d) issuing a benefit to each enrollee only if w 
the enrollee reports to an issue station during 

that periodically recurring time slot period as- 
signed to the enrollee. 

5. The method of claim 4 wherein step (b) includes 15 
causing the biometric data to address a look-up 
table to produce the time slot data. 

6. Method of utflizing an electronically controlled 
data processor means to prevent fraud in the to 
issuance of periodically dispensed benefits to en- 
roJIees at a plurality of benefit issue stations com- 
prising the steps of: 

(a) inputting biometric data indicative of at 
least one particular biometric characteristic of zs 
each enrollee into said electronically control- 
led data processor means; 

(b) converting the biometric data of each en- 
rollee into time slot data related to the value 

of the biometric data, the time slot data being 30 
indicative of one periodically recurring time 
slot period; 

(c) utilizing the time slot data produced in ac- 
cordance with step (b) to assign a particular 
periodically recurring time slot period, select- 35 
ed from at least several time slot periods, to 
each enrollee; 

(d) detecting the current time and current day 
of the presence of each enrollee at an issue 
station; 40 

(e) thereafter enabling the issuance of a ben- 
efit to each enrollee only if the current time 
and day is within the time slot period assigned 
to the enrollee. 

45 

7. The method of claim 6 wherein step (b) includes 
causing the biometric data to address a look-up 
table to produce the time slot data 

8. A method according to any one of the preceding so 
claims wherein the biometric data includes a plur- 
ality of the following biometric characteristics: 

sex, age, height, weight and eye color. 

9. A method according to any one of the preceding 55 
claims wherein said periodically recurring time 

slot period is no greater than two hours in dura- 
tion, thus making it difficult for an enrollee to re- 



ceive two benefit allocations at two adjacent is- 
sue stations. 

10. A method according to any one of the preceding 
claims wherein all issue stations within a portion 
of a protected area issue benefits at particular 
times only to enrollees having the same assigned 
periodically recurring time slot period to deter 
fraud, while at the same time enabling an enrollee 
to conveniently report to an issue station of his 
own choosing. 

11. A method according to any one of the preceding 
claims further including recording facial images 
of enrollees receiving benefits at a particular is- 
sue station and within a particular recurring time 
slot period and displaying groups of recorded fa- 
cial images to a human being to enable detection 
of two facial images of the same person, thereby 
to further deter fraud. 
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